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Abstract
The enforcement of the General Data Protection Regu-
lation and the ePrivacy Directive relies upon auditing
legal compliance of websites. Data controllers, as part
of their accountability and transparency obligations,
need to declare the purposes of cookies that they use
in their websites. This leads to relevant questions such
as: How should purposes be described according to
the purpose specification principle? And how to ensure
a scalable auditing, enabled by automated means, for
legal compliance of cookie purposes?
In this paper, we investigate the legal compliance of
purposes for 20,218 third-party cookies. Surprisingly,
only 12.85% of third-party cookies have a correspond-
ing cookie policy where a cookie is even mentioned.
Overall, we find out that purposes declared in cookie
policies do not comply with the purpose specification
principle in 95% of cases in our automatized audit.
Finally, we provide recommendations on standardized
specification of purposes following the recent draft rec-
ommendation of the French Data Protection Authority
(CNIL) on cookies.
1. Introduction
Auditing legal compliance of websites within the
EU Data Protection legal framework is of paramount
importance. Data Protection Authorities (DPAs) are
interested in making auditing as precise and scalable as
possible to enable regulatory enforcement, and to react
towards the expansion of complaints received since
the General Data Protection Regulation (GDPR) [1]
came into force in May 2018. Data Protection Officers
(DPOs), who oversee and evaluate the overall compli-
ance of the companies’ websites, are also concerned
in making the auditing scalable to ensure compliance.
While analysing the cookies present on a website,
an auditor needs to capture the purpose of each
cookie. This defined purpose can then help to deter-
mine whether processing is legally compliant, what
safeguards the GDPR imposes, and which legal basis
can be used. Ultimately, it is the purpose and the
processing that must be used to determine whether
or not a cookie can be exempted from consent [25].
Finally, only when it’s declared which cookies require
consent, one can verify whether a website is setting
such cookies before any action of the user, and whether
a cookie banner is compliant with the GDPR and with
the ePrivacy Directive (ePD) [19], [6].
DPAs advocate that all cookies should – as a best prac-
tice – declare their purpose. The UK, Greek, Finnish
and Belgian DPAs [41], [23], [26], [12] endorse as
a good practice disclosure of clear information about
the purposes of cookies, including strictly necessary
ones. The guidance of the 29 Working Party (29WP)
[7] notes that although some cookies may be exempted
from consent, they are part of a data processing opera-
tion, therefore publishers still have to comply with the
obligation to inform users about the usage of cookies
prior to their setting.
In practice, we observe that some websites describe
the purposes of cookies in the corresponding privacy
policies (or in cookie policies). But how are such
purposes supposed to be defined? Article 5(1)(b) of the
GDPR and the 29WP [5] elaborate on the “Purpose
Limitation” principle. This principle mandates per-
sonal data to be collected (1) for specified, explicit and
legitimate purposes only and (2) not further processed
in a way incompatible with those purposes. In this
work, we focus on the first component of this principle
named purpose specification.
We first analyse the legal requirements of the purpose
specification principle, and derive how cookie purposes
should be described. With the aim of automatic audit-
ing of websites at scale to ensure compliance, we then
perform a large scale crawling: we collect 20,218 third-
party cookies from 84,658 pages of the top 10,000
domains. Thereupon we search for cookie policies
describing these cookies and extract their purposes to
evaluate how many cookie purposes satisfy the legal
requirements of purpose specification.
Our first result is concerning: only 12.85% of 20,218
third-party cookies have a corresponding cookie pol-
icy where a cookie is mentioned. Our second result
exposes the illusion of the legal value of cookie
policies: only 5% of cookies include a description of
their purposes in well-structured tables. By processing
such tables with automated means, we have extracted
purposes for 997 third-party cookies out of 20,218
cookies collected in our experiment.
We conclude with guidelines to DPAs, DPOs and
policy-makers to enable automatic auditing of web-
sites. We substantiate that policy-makers should pro-
pose means to specify purposes in machine readable
forms, and establish an ontology of purposes that com-
ply with the legal requirements and reasoning under
GDPR, ePD and other legal sources. For transparency
and scientific purposes, we make available the dataset
of 997 cookies and their purposes to the research
community for further experiments [15].
2. Legal Requirements for Purposes
The following analysis on the legal requirements for
purposes is based on the most authoritative legal docu-
ments in the domain of privacy and data protection law.
In particular, we extract the arguments laid down in
binding legal sources, such as the rulings of the Court
of Justice of the EU (CJEU), and the legal rules laid
down in legal provisions of the GDPR and the ePrivacy
Directive (ePD). For a complementary analysis we
resort to the non-binding guidelines by Data Protection
Authorities (DPAs), 29WP and OECD.
Availability. The 29WP [9] [10] recommends that
organisations should publish a privacy or cookie policy
on their websites, wherefrom users are able to access
necessary information on the purposes of cookies
being used, including the ones of third parties. From
this recommendation, we derive a first requirement of
availability stating that the purposes of cookies should
be available to users. The OECD Privacy guidelines [2]
and the GDPR re-enforce the predetermination of
purposes – they specify that before, and in any case
not later than at the time of data collection, it should
be possible to identify the purposes for which these
data are to be used. The requirement of ’availability of
purposes’ stems also from the transparency principle
(Article 5(1)(a) of the GDPR, and Recital 39 thereto)
[10] which mandates an obligation of data controllers
to inform the purposes of processing to the data subject
(Article 13 (1)(c) and Recitals 58 and 60 of the GDPR).
The CJEU ruling on Planet 49 [21] asserts transparency
obligations about cookie purposes, which also hold for
third parties with whom cookies are shared.
In the following, we describe which are the legal
requirements to define purposes lawfully (demanded
by Article 5 (1)(b) of the GDPR and the 29WP [5]).
The purpose specification principle focuses on the
initial purpose of data collection. It identifies three cri-
teria for describing a purpose: explicitness, specificity,
and legitimacy. We analyse and contextualize each
requirement in the context of purposes for cookies.
Explicitness. The three following conditions must be
met for a purpose to be explicit: i) Unambiguous: a
purpose must be sufficiently unambiguous as to their
meaning or intent; ii) Exposed: purposes need to be
clearly expressed, revealed or explained. The 29WP
[7] contends that it is not enough for information to
be “available” somewhere in the website that the user
visits; iii) Shared common understanding: the defini-
tion of the purposes must be understood in the same
way by everybody. Criteria iii) could be measurable by
user studies which are out of scope of this paper.
Specificity. Purposes should be precisely identified and
clearly defined. Their formulation must be detailed
enough to determine what kind of processing is and
is not included within the specified purpose [5]. Vi-
olations occur when a purpose is too vague, general
or overly legalistic. The 29WP [5], [10] give such
examples: “improving users’ experience”; “marketing
purposes”, “IT-security purposes”; “future research”;
“we may use your personal data to develop new
services and products”; “we may use your personal
data to offer personalized services”.
Legitimacy. Purposes should conform to a legal basis
for processing and regarding cookies and tracking tech-
nologies, the eligible legal basis is consent (Article 5(3)
ePD). In the context of cookies and cookie policies,
this requirement of legitimacy is not directly applicable
and therefore we do not study it in this paper, but scope
it in our previous work [35].
Discussion on explicitness. Controllers can take “ap-
propriate measures” [10] for providing information in
view of fair and transparent processing in a “easily
accessible” way. As such, we claim that the position-
ing of cookies in a table signifies best how cookie
purposes can be “clearly expressed and revealed”,
based on three reasons: i) Cookie purposes are hard to
find inside of a text. Previous works showed privacy
policies are typically long, complex documents laden
with legal jargon [42], [36]. Reading privacy policies
for all the websites a user visits annually would take
about 244 hours/year [30]. As a result, these policies
are ineffective at informing relevant information like
as purposes [37], [32], [14]. ii) Auditing purposes:
we interpret legal requirements in terms of usefulness
for auditing and compliance automated procedures.
iii) Commonly sustained and recommended practice:
presentation of structured information in a table format
is recurrent, even if non mandatory, either by com-
monly visited websites (such as Google, Wikipedia,
LinkedIn), and it is also recommended by the UK
DPA [41]. The Belgian, French and UK DPA websites
present cookie purposes inside of tables which include,
for example: name, expiry date, content and purpose of
cookies. Legal scholars, as Koops, [28] underline that
both controllers and end-users will benefit if purposes
are consistently specified in a table, or even in a
machine-readable form to avoid data controllers to
hide behind vague or very abstract-level purposes or
to function creep into new, unspecified ones.
3. Extraction of Cookie Purposes
Third-party cookies. When a data subject visits a
website, two types of cookies can be set in her browser:
first and third-party cookies. First-party cookies are set
in the user’s browser by the site explicitly visited by
the user or programmatically by the third party script
included in the website (that however executes in the
same “origin” of the visited website). When used in
isolation, first-party cookies are capable to track users
only within one visited website. Third-party cookies are
set either (1) in the HTTP response by any third-party
content (images, html files or even at the delivery of
Figure 1: Third-party cookies and first- and third-party
cookie policies.
scripts [24]); or (2) included via scripts operated from
a third-party “origin” (a third-party origin most often
is ensured by including a third-party iframe element,
that includes a third-party webpage in the content of
the visited website). Third-party cookies are capable
to track users across visited websites.
In Figure 1, step Ê demonstrates a hypothetical exam-
ple of a visited website, clothes.com, a third-party
cookie id set by a third party tracker.com.
We study only third-party cookies and their purpose
descriptions for the following reasons: i) third-party
cookies are more likely to lead to privacy violations
[18]: by tracking users across websites, third parties
can recreate a part of the user’s browsing history
which contains personal data. ii) third-party cookies
are usually not “strictly necessary” to the user visiting
a website: these cookies are usually related to a service
that is distinct from the one that has been “explicitly
requested” by the user [6]. As a consequence, third
party persistent cookies are far more likely to require
the user’s consent. iii) Third-party cookies allow third
parties to track the user even if she has never visited
the corresponding third-party server directly. By stor-
ing a unique identifier inside a third-party cookie, third
parties are able to recognise the user without having a
direct interaction with her through a third-party server.
Third party providers and legal responsibility.
Previous works have made large-scale measurements
of the use of third-party cookies [42], [38]. However,
the attribution of responsibility on the provision of
information on purposes of third-party cookies was not
explicitly determined yet. Since third party providers
are joint controllers together with the first party web-
site providers [8], Article 26 of the GDPR stipulates
that both shall, in a transparent manner, determine their
Figure 2: Overview of the data collection process.
respective responsibilities for compliance with infor-
mation obligations (referred to in Articles 13 and 14)
which include the purposes of the processing and their
legal basis. As such, we argue that third parties are
also bounded to respect the principle of transparency
and list both the cookies and their purposes on their
own websites. The CJEU also established that third
parties need to provide information of cookies and their
purposes in their own policies [20], [21], [22].
Data collection. Figure 2 summarizes all the steps
of our data collection process. To collect third-party
cookies for our experiment, we performed passive Web
measurements using the Open Web Privacy Measure-
ment (OpenWPM) platform [17]. While pretending to
be a Web user, and maintaining the state of the browser,
we automatically visited the top 10, 000 domains ac-
cording to Alexa ranking [4] in February 2019 from a
server located in France (step Ê in Figure 2). For each
domain, we visited the home page and the first 10 links
pointing to pages in the same domain, resulting in data
collection from 84,658 pages. We recorded cookies set
both by Javascript and via HTTP Responses (step Ë
in Figure 2). We consider a cookie to be a third-party
cookie if it’s set by a different domain than the visited
one. By domain, we refer to the 2nd-level TLD, such
as google.com.
Extraction of cookie policies. For each domain that
sets a third-party cookie at least once, we make a
Google search of the cookie policy of the domain. For
example, if a third-party cookie id from Figure 1 is
set in the user’s browser by tracker.com, we will
search for the cookie policy of tracker.com.
To automatize the search, we search for the do-
main name concatenated with ”cookie policy” in the
Google search engine. For example, we search for
”tracker.com cookie policy” to get tracker.com’s
cookie policy (step Ì in Figure 2). We then extract and
store all the links L from the first page of the resulting
search results. We extract the subset S of third-party
cookies belonging to the same third-party domain from
our crawling dataset. For example, we extract all the
cookies set by tracker.com from all the pages we
crawled (step Í in Figure 2). For each cookie in S, we
search for the name of the cookie inside the rendered
text of the extracted page of the cookie policy and save
those where we found at least one mentioning of the
cookie name (step Î in Figure 2).
For each third-party domain d that owns a cookie in
our dataset (such as tracker.com in our example),
we extract a set of cookie policy links L. We define
two types of cookie policies derived from the set L:
1) Third-party cookie policy: for each link ` in the
set L, we first check whether it has the same top-
level domain as d or if they share the same parents
organization. To extract the parent organization, we use
the dataset built by Timothy Libert [39]. We call such
link ` a third-party cookie policy because the cookie
policy is directly provided by the owner of the third-
party cookie. For example, step Ë in Figure 1 shows
the domain tracker.com that provides its third-
party cookie policy tracker.com/cookie-policy with the
list of cookies used by tracker.com.
2) First-party cookie policy: if no third-party cookie
policy is found in the set L, we save all the cookie
policy links that are hosted on other (first-party) web-
sites. The cookie policy is hence provided by the
first-party. For example, a cookie policy hosted on
clothes.com/cookie-policy (see step Ì in Figure 1) is
a first-party cookie policy as it describes the cookie id
set by tracker.com.
Extraction of cookie purposes. To extract purposes
of cookies, we analysed first and third party policies
separately because they need a different treatment.
We automatized cookie purpose extraction from third-
party cookie policies using the following approach:
1) The cookie name appears inside of a table: We only
consider tables because its representation is machine-
readable and can be adapted to large scale studies.
2) The length of the text does not exceed 1500 charac-
ters: We use this criteria to discard tables not used for
cookies descriptions, but rather used as the webpage
representation style.
3) The length of the cookie name is bigger than 1:
Single characters can be used inside a description as
propositions (examples: I, A). Hence, we discard these
cookies to reduce false positives in our results.
4) The cookie only appears once inside of a table:
When the cookie name reappears several times inside
of a table, then either (1) the name of the cookie is a
dictionary word in the language of the policy and so
the description is not associated to a cookie, or (2) the
cookie is referred in another cookie description, and in
that case, we are not able to design which description
defines the cookie purpose.
As to first-party cookie policies, we apply the same
above approach and we further check that the domain
name that set the cookie appears inside the description
table as well. In fact, differently from the third-party
policy directly provided by the cookie owner – where
we are sure that the cookies in the description are those
set by the third party– in case of first-party cookie
policies, we need to check that both the domain that
sets the cookie and the cookie name appear in the
table. For example, in the first-party cookie policy
of clothes.com in step Ì of Figure 1, we search
for the cookie name id together with the third party
tracker.com that have set it.
Limitations. To extract cookie policies, we use google
queries and we analyze the links from the first page of
the resulting search results in an automated way, which
enables a large scale study. However, our exhaustive
cookie policies extraction methodology may not return
policies following different pattern. To extract cookies
purposes, we search for cookie names inside of cookie
policies, and then extract the corresponding table row
citing the cookie. When the cookie name belongs to the
English dictionary, our exhaustive cookie description
search algorithm may introduce some false positives.
In such case, the description is using the English word
and not providing a description of the giving cookie.
We excluded all cookies with one character name
to avoid introducing false positives. As a result, for
these cookies we do not extract the cookie purpose
descriptions even when they are available.
4. Evaluation of Cookie Purposes
In this section, we evaluate compliance of the extracted
cookie purposes with the three requirements identified
in Section 2. We explain the criteria adopted for each
requirement and then we provide the analysis results.
Notice that in this work we aim at automated scalable
auditing and therefore we interpret legal requirements
in terms of such auditing and compliance procedures.
We thus take the position of a website auditor. Table 1
summarizes the results of this section.
Criteria for availability. We consider that a cookie is
available if: i) a cookie policy exists; and ii) a cookie
name is available in the cookie policy.
Total number of cookies 20,218 (100%)
Cookies with available descriptions 2,598 (12,85%)
Cookies with explicit descriptions 997 (5%)
Table 1: Proportion of cookies compliant with the
availability and explicitness requirements
Results: Out of 20, 218 third-party cookies, only
2, 598 (12.85%) cookies satisfy the availability criteria:
423 of them are mentioned in a third-party cookie
policy and 2, 175 of them in a first-party cookie policy.
In the following, we consider all the 2, 598 cookies.
Criteria for explicitness. As explained in Section 2,
we suggest that a cookie purpose is explicit when
described in a structured table in the policy because
it is easier to identify the purpose for each specific
cookie.
Results: Out of 2, 598 available cookies, only 997
(38.38%) cookies presented their description in an
explicit way in a table (see Section 3 for details of our
extraction algorithm). These 997 cookies correspond
to only 5% of the total amount of 20, 218 third-party
cookies we have collected demonstrating the illusion
of the legal value of cookie policies.
Criteria for specificity. We consider that a cookie is
specific if its description provides a clear and precise
information about the purpose.
Results. We extracted 19, 409 cookie descriptions from
first- and third-party policies of the 997 cookies that
have explicit purposes. Such high number derives from
the fact that a single description can be repeated within
first and third party policies. Out of 19, 409 cookie
descriptions, 6, 428 are unique, however they describe
997 cookies. This situation can be caused either by: i)
the diversity of languages in cookie policies and the
false positives introduced by our extraction algorithm;
or ii) inherent confusion in the specification of pur-
poses. Nevertheless, we observed that some cookies
have different descriptions in different policies. Table 2
presents the 10 most popular cookie descriptions from
a dataset of 19, 409 cookie descriptions. These top-10
descriptions occur 1, 971 times in our dataset, which
constitutes 10% of all the descriptions. Surprisingly,
the top-5 descriptions of purposes do not render any
specification about the use of cookies because the only
statement provided for these cookies refers to their life
span (session or persistent). The description conveyed
in 6 seems to refer to ’Session Multimedia Content
Player’ cookies. Cookie 8 yields advertising purpose,
for it refers to the collection of data with the purpose
of optimizing ad display. Cookie 9 corresponds to the
purpose of advertising to facilitate real-time-bidding.
Row Description Occurrence Specific
1 Pending Persistent HTML Local Storage 365(1.88%) 7
2 Pending Session Pixel Tracker 267(1.38%) 7
3 Pending Session HTTP Cookie 233(1.20%) 7
4 Pending 1 year HTTP Cookie 220(1.13%) 7
5 Purpose Expiry Type 216(1.11%) 7
6 Stores the users video player preferences
using embedded YouTube video Session
HTML Local Storage
174(0.90%) 3
7 Pending 1 day HTTP Cookie 156(0.80%) 7
8 Registers anonymised user data, such as
IP address, geographical location, vis-
ited websites, and what ads the user has
clicked, with the purpose of optimising
ad display based on the users movement
on websites that use the same ad net-
work. 1 year HTTP Cookie
125(0.64%) 3
9 Used to present the visitor with relevant
content and advertisement - The service
is provided by third party advertisement
hubs, which facilitate real-time bidding
for advertisers. Session Pixel Tracker
108(0.56%) 3
10 Registers a unique ID that identifies a
returning users device. The ID is used
for targeted ads. 1 year HTTP Cookie
107(0.55%) 3
Table 2: Top 10 cookies descriptions. Occurrence:
number of times the description is observed in a
dataset of 19,409 cookie descriptions.
Cookie 10 refers also to advertising, since the data
collected is used for targeted ads.
5. Recommendations and Observations
Our experimental results confirm the common con-
jecture that cookie purposes are not described in a
legally compliant way. In this section, we provide rec-
ommendations to policy-makers on how to improve the
specification of purposes for trackers per requirement.
How to improve specificity. The top 5 cookie de-
scriptions (see Table 2) show that purposes are rarely
defined specifically. Purposes need to be pre-defined
and modeled using ontologies that allow to reason
about purposes inclusions, implications and general-
isations. Such standardized approach would serve to
minimize legal uncertainty [43]. Following our recent
opinion [40] on the CNIL draft recommendation on
cookies [25], purposes should be defined in standard-
ized taxonomies by the data protection authorities to
allow automatically reason about them.
The definition of purposes should be made with care
because when users choose among many fine-grained
purposes predefined in a system, they tend to opt for an
open-ended “rest” category in which natural-language
purpose descriptions are inserted [28].
How to improve explicitness. We found that for the
2,598 cookies that have cookie policies, cookie de-
scriptions are often mixed with other text, which makes
it hard to extract them. Only 997 cookies came with
descriptions in well-structured tables. Following our
opinion [40] on the CNIL draft recommendation [25],
we propose that each cookie should have only one
standard purpose and a legal basis applied to it.
Such standard description of each cookie and its rep-
resentation in a table enables automatic large scale
auditing of trackers. The same standard can be used in
the design of cookie banners requesting users’ consent.
How to improve availability. In Section 4 we found
that only 2,598 (12.85%) out of 20,218 analysed
cookies have a corresponding cookie policy wherein
the cookie is mentioned. For the remaining 87.15% of
cookies, no cookie policy was available. We suggest
that cookie policies should be available on all websites
to enable transparency of data processing purposes. We
propose to use a standard relative path on the server
host, such as ”/cookie-policy” to enable its visibility.
Similar self-declarative approaches are already used
for websites: the declaration of access to crawlers in
robots.txt file [34] and declaration of advertisers
recently in ads.txt file [3].
6. Related Work
Analysis of the purpose specification principle.
Basin et al. [11] analyse the purpose specification prin-
ciple and propose a methodology for auditing GDPR
compliance. Their analysis is limited to personal data
collection in a business process context, while we
analyse cookies that cover any kind of information
(regardless of personal data) in the scope of web appli-
cations. Koops [28] analyses the purpose specification
principle and, in an effort of techno-regulation, applies
it within technical frameworks. The author suggests
that purposes need to be specified, using a list of
predefined domain specific purpose types. Grafenstein
[43], [44] discusses this principle and propounds for
a standardization of data purposes. We complement
previous work by i) analysing the legal and theoretical
framework on purpose specification for cookie pur-
poses and denouncing their current ill-defined formula-
tion; ii) considering the above mentioned proposals to
mitigate the current state of the description of cookie
purposes.
Analyses of privacy policies. To the best of our
knowledge our work is the first to analyse purposes of
cookies within cookie policies. Reidenberg et al [33]
considered several ambiguous and vague categories
of privacy policies. Following Brodie et al [13], The
Usable Privacy Policy project [46] combines technolo-
gies, such as crowd sourcing to develop browser plug-
in technologies to automatically interpret policies for
users. Ammar et al. [45] performed a pilot study,
followed by a website privacy policy corpus [47]. This
corpus have been later used by the Polisis tool that
automatically extracts information flows described in
privacy policies [27]. Morel and Pardo [31] made an
extensive overview of privacy policies and tools used to
analyse them at scale. Degling et al. [16] analyzed the
availability of privacy policies on the top 500 websites
before and after GDPR came in force. Libert [29]
analyzed over 200,000 websites’ privacy policies. In
contrast to our work, Libert checked whether a web-
site’s privacy policy mentions transmissions to identi-
fied third-parties – he concluded that only 14.80% of
such transmissions are disclosed.
7. Conclusion
In this paper, we assessed the scope of the principle
of purpose specification and analysed whether it is
respected in case of web browser cookies and their
cookie policies. We found out that 95% of cookies
do not have an explicitly declared purpose and hence
are impossible to audit for compliance. The identified
issues are rooted in the fact that data controllers have
no explicit obligations to describe cookie purposes in
a well-defined form. Policy-makers need to converge
on harmonized requirements regarding the definition of
purposes for cookies and other tracking technologies
in the line with the 29WP guidelines [5]. DPAs and
Standard Committees should standardize types of pur-
poses for different contexts – this would minimize legal
uncertainty, and reduce a case-by-case examination.
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